MSS

PARTNER

MANAGED SERVICES

SonicWALL Managed Security Services Program

Affordable, managed security solutions featuring proven products

Whether in business, education, healthcare or government, organizations depend on
Internet-based solutions for their critical infrastructure to better serve customers, make
information more accessible, and be more competitive. Coping with the constant onslaught
of increasingly sophisticated malicious attacks and the flood of vulnerabilities becomes
more and more challenging. In addition, IT managers are frustrated by the multitude of
independent point solutions—solutions that often lack basic integration and interoperability
of standard features necessary to successfully manage an organization’s security
infrastructure. Business managers are concerned with potential exposure associated with
various regulatory requirements as well as the potential of negative publicity if security is not
properly configured, managed and maintained.

MSSP Program

SonicWALL®, a leading provider of layered security, productivity and mobility solutions, has
equipped an exclusive group of independent partners to preempt information security
related incidents by offering organizations of all sizes, affordable, managed security solutions
featuring proven SonicWALL products and software.

Features and Benefits

Productivity and cost savings — Increase in business Worry-free protection - A managed services solution
productivity by proactively monitoring network traffic provides enterprise-class protection for a fraction of
to prevent downtime, reducing internal staffing costs the cost of equivalent internal systems

and freeing existing staff to focus on key activities

Predictable costs - Immediate cost savings are

24x7 rapid response - Detailed reporting and
monitors ensure a timely response to alerts and rapid

generally visible less than 90 days after engaging the resolution of security issues
MSSP. Cost structure, as well as fees, is predictable
based on the selected services

Branch Office

SonicWALL Global Management System providing a comprehensive
security management solution for service providers.
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SonicWALL Managed Security Services Program Overview

Proven business continuity

SonicWALL's TZ and PRO Series appliances are
designed with integrated and automated failover and
fallback capabilities to support both broadband and
dial-up connectivity.

Award -winning products

SonicWALL Global Management System (GMS) is

the cornerstone of SonicWALL's MSSP offering. This
scalable system provides a central management

tool for small organizations, enterprises and service
providers to centralize security policy management for
remote SonicWALL Internet security appliances and
security services.

Gateway Anti-Virus/Intrusion

Prevention Service

Gateway Anti-Virus/Intrusion Prevention Service
(GAV/IPS) integrates a configurable, high performance
deep packet inspection engine and dynamically
updated database containing thousands of attack and
vulnerability signatures to protect networks against

a comprehensive array of dynamic threats including
viruses, worms, Trojans, and software vulnerabilities
such as buffer overflows, as well as peer-to-peer and
instant messenger applications, backdoor exploits, and
other malicious code.

Expert advice

A security expert will work with you to define security
policies that meet your business objectives and
provide up-to-the-minute protection against worms,
Trojans and malicious attacks. As new products,
services or changes in your business requirements
occur, the expert once again works with you to fine
tune your security policies.

Wireless security

Virtually all new laptop computers are built for
wireless and ship with integrated wireless support.
The business benefits of wireless networking are clear.
However, with wireless connectivity, security is far
more challenging as users are free to move from area
to area or connect from entirely different zones.

In-depth security

SonicWALLSs layered security starts with an industry
proven firewall/vpn security appliance to provide the
first level of defense for your network. Security services
for gateway anti-virus, intrusion prevention, desktop-
enforced anti-virus and content filtering work with your
firewall, adding further layers of protection.

Independent third party evaluation
ICSA and FIPS-140-2-certifications are available
throughout the entire range of SonicWALL products.

Easy to use

Unlike desktop solutions, SonicWALL's modular
architecture eliminates the hassle and expense of
maintaining individual desktop security applications by
centralizing these functions on your security appliance.
Security policies on the firewall ensure all users are up
to date with the latest protection, thereby significantly
reducing organizational risk.

Secure remote connectivity

For organizations needing to connect locations
together, virtual private networks provide industry-
proven security and reliability. With an IPSec VPN,
organizations can share information and resources
between locations as if they were all in the same
building. This same technology also provides remote
users with a secure connection to the organization’s
network.

For more information on SonicWALL's broad range of simple, cost-effective security solutions designed to
improve deployment of managed services, please email mssp@sonicwall.com, or visit our web site at

http://www.sonicwall.com/managedservices.html
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